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Failure Detection in Dynamic Systems
with Modeling Errors

Dan T. Horak*
Allied-Signal Aerospace Company, Columbia, Maryland

This paper determines the theoretical limits of failure detectability in systems with modeling errors. Such er-
rors are the main obstacle to accurate failure detection in aircraft, jet engines, power generation systems, and
most other systems that include mechanical components and/or thermofluid processes. The paper then in-
troduces the reachable measurement intervals (RMI) failure detection method that performs at the limit of detec-
tability. RMI is capable of detecting the smallest theoretically detectable failures in systems with modeling er-
rors, and is implementable in real time on microprocessors. The method is illustrated on a jet engine example.

Nomenclature

=entry of the matrix A

=system matrix

=entry of the matrix B

=input matrix

=input matrix equal to the identity matrix

=output matrix

=output matrix for additional measurements

=direct transmission matrix

=Pontryagin’s function

=matrix of gains for additional measurements

=vector of Lagrange multipliers

=entry of the matrix M

=matrix of Lagrange multipliers associated with uncer-
tain entries of A

=entry of the matrix N

=matrix of Lagrange multipliers associated with uncer-
tain entries of B

=discrete-time index corresponding to current time

=performance index for optimization

=vector of system parameters

=time

=current time

=length of the processing window

=sampling time

=input vector

=state vector

=output vector

=vector of additional measurements
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Subscripts

d =discrete

=uncertain and uncorrelated
=nominal

=uncertain
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Introduction

AILURE detection and isolation (FDI) in dynamic
systems is accomplished by testing the consistency of a
system via hardware and/or analytical redundancy. Hardware
redundancy is achieved by using multiple sensors for the
measurement of one signal, and is relatively straightforward.
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Analytical-redundancy-based FDI uses a model of the
dynamic system to generate the redundancy required for
failure detection. In some systems, it is possible to measure all
of the states and use their values to test the validity of the state
equations.! Measurement of all of the states allows FDI in a
dynamic system to be performed as if the system were a static
system, and is relatively straightforward. In many systems,
however, all of the states cannot be measured because of cost,
weight, and size considerations. FDI schemes for such systems
must extract the redundant information from dissimilar sen-
sors, using the differential equations that relate their outputs.
The analysis and methods presented in this paper apply to
such systems. ) o

Failure detection and isolation are relatively easy in elec-
tronic subsystems, because they can be modeled very accu-
rately and all their inputs can be measured. They can be
diagnosed accurately by comparing their outputs to outputs of
their models excited by the same inputs. The detection of
failures in mechanical, electromechanical, and thermofluid
systems, on the other hand, is an open problem. Their
dynamical models have unavoidable errors, such as the uncer-
tain values of aircraft stability derivatives, and they are excited
by unmeasurable noise, such as wind gusts. In the presence of
modeling errors and/or noise, failures cannot be detected by
comparing the response of the monitored system to ‘‘the cor-
rect”’ response because there are infinitely many responses
that correspond to the unfailured operation of the system.

The effect of noise on failure detection is well understood;
there are several effective techniques for failure detection and
isolation in the presence of noise. They all use window averag-
ing to reduce the contribution of noise to the detection func-
tion while not reducing the failure signature. These techniques
include the sequential probability ratio test (SPRT),! the
generalized likelihood ratio (GLR) test,? and the weighted sum
square residual (WSSR) test.?

However, in most systems, modeling errors and not noise
are the primary obstacle to failure detection. Jet engines, air-
craft flight dynamics, servo systems, power generation
systems, and others, belong to this category. The importance
of modeling errors is reflected in the following quotation from
NASA’s request for research proposals that followed the
study described in Ref. 3: ‘A fundamental limitation of the
performance of this and all similar analytically redundant
schemes is the adequacy of the model used to establish the
reference upon which the detection/isolation decision is
based.”’*

Distinguishing between modeling errors and failures is dif-
ficult, because window averaging, which solves the noise prob-
lem, does not reduce the effect of the modeling errors. Chow
and Willsky® recently outlined an ideal solution to the model
uncertainties problem in FDI systems: ‘‘An ideal simplistic ap-
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proach to designing a robust FDI system is to include all
uncertainties in the overall problem specification; then a
robust design is obtained by optimizing (in some sense) the
performance of the entire system with the uncertainties pres-
ent. However, this generally leads to a complex mathematical
problem that is too difficult to solve in practice.”’ The notion
that the problem is too complex to be solved accurately in
practice is reflected in the literature. Only a few methods have
been proposed to deal with the problem, none of which offers
an effective solution. They can be classified into three
categories.

The simplest approach is to neglect modeling errors in the
design of the algorithm, and then to apply an additional
threshold to the detection function to prevent false alarms due
to the neglected errors. This, however, is a poor solution
because the threshold must be large enough to prevent false
alarms when the modeling errors effects are largest.
Therefore, it is too large most of the time and thus prevents
the detection of small failures. Clark® applied this approach to
a failure detection system for a hydrofoil boat. He showed
that for a fixed maneuver his algorithm is robust for the sim-
ple case of two separate parameter changes of about 10%. He
noted that in a practical situation his detection thresholds
would have to be variable and dependent on the activity of the
system. However, he did not propose a method for computing
the variable thresholds, neither did he address the problem of
simultaneous variations of many system parameters.

The second category includes methods that estimate the ef-
fect of modeling errors, and compensate the detection
algorithm for them. The simplest approach in this category is
to model the errors as additive noise and then to apply an
available method for FDI in the presence of noise. This,
however, is a bad solution to the problem because it neglects
the fundamental property of modeling errors, i.e., that they
affect the system through products of states and errors or in-
puts and errors and not as additive disturbances.

Leininger’ developed a GLR-based scheme in which he first
estimates the model mismatch effects during the unfailed
operation of the system, and then detects sensor failures while
removing the mismatch effect from the computations. His
method applies to systems in which the modeling errors are
constant and the system inputs are constant set-points. The
assumption of constant modeling errors allows him to identify
their effect, from which point on he can treat the system
model as exact. Unfortunately, this approach does not apply
to most practical systems in which both the modeling errors
and the inputs can vary.

Kosut et al.® developed a method for computing optimal
thresholds for innovations-based failure detection algorithms
for systems with model uncertainty. It applies to systems in
which the model uncertainty can be modeled by a frequency
response matrix with a bounded norm. Their method utilizes a
model error filter that operates on the system input and pro-
duces a time-varying threshold that is added to the noise
threshold in order to prevent false alarms due to the modeling
errors. They also derived an estimate of the minimum detec-
table failure. The main drawback of this approach is its con-
servativeness due to the use of matrix norms in the specifica-
tion of the model uncertainty and in the derivation of the
model error filter. Different input-output pairs in practical
multivariable systems have different nominal responses and
different model uncertainties associated with them. The infor-
mation on these differences is lost once norms are introduced,
leading to larger than necessary thresholds and, therefore,
larger than necessary smallest detectable failures.

Emami-Naeini et al.? presented a similar method for deter-
mining the optimal threshold, and combined it with optimally
robust filters designed using the internal model principle and
frequency shaping. They also developed a computer-aided
design technique for computation of thresholds that are op-
timal for a specific class of inputs, such as steps or ramps. As
pointed out by Clark® and as explained in detail in the next
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section of this paper, an effective failure detection algorithm
must use varying thresholds that are based on:the varying
states and inputs of the system. This method® cannot compute
the thresholds for multivariable systems in real time because
the computation is very complicated. Nor can it precompute a
table of thresholds to be scheduled in real time, because in
practical systems the input signals are complex and not known
in advance.

The third approach to failure detection in systems with im-
perfect models is to use algorithms that are insensitive to the
model uncertainty. Robust parity relations* belong to this
category. Parity relations are very effective in detecting
failures in dynamic systems with exact models. The robust
parity relations are an attempt to use their method in the
presence of model uncertainty. This approach suffers from
three fundamental drawbacks that limit its use.

The first and the most fundamental problem is that robust
parity relations resolve the problem of modeling errors by
avoiding rather than by accounting for them. They use for
failure detection only that part of the system that can be
modeled accurately, and avoid the uncertain parts of the
system. This is done by selecting only the most robust parity
relations.* This may result in only a partial coverage of the
failure modes, those observable through measurements that
are not affected significantly by the modeling errors. A sensor
that is separated from the rest of the system by an. uncertain
subsystem will be neglected by robust parity relations, because
there is nothing in the method to account for the wide range of
outputs that the sensor could produce as the uncertain sub-
system changes. However, the detection of failures in such
sensors is the primary purpose of failure detection methods
for uncertain systems.

The second limitation, also observed by Chow and
Willsky,” is that the parity coefficients should be recomputed
at each time step because they depend on the state and the re-
cent history of the system inputs. The computation of the
coefficients, however, cannot be done in real time because it
involves a complex optimization. Chow and Willsky> resolve
this problem by suggesting the precomputation of the coeffi-
cients for many operating points and scheduling them accord-
ing to the operating conditions. This approximation implies
that the method can only be applied to systems in which the in-
puts are slowly varying set-points; it cannot be used during
maneuvers characterized by inputs that vary at a speed com-
parable to the speed of response of the system.

The third limitation of robust parity relations is their in-
ability to handle accurately the amount of uncertainty present
in practical systems. The jet engine model used as example in
Ref. 4 has 63 uncertain parameters. Therefore, there are over
9x 10'® combinations of system parameters if only the two ex-
treme values of each uncertain parameter are considered. The
robust parity relations in Ref. 4, however, are designed using a
few ‘‘representative’’ models, e.g., about one model for 108
systems. Since one representative model cannot represent ac-
curately 10'® systems, the computed parity check can be very
inaccurate. In practice one would have to use a large em-
pirically determined threshold to prevent false alarms ¢caused
by the inaccuracy of the method. This large threshold would
prevent the detection of small failures.

A common drawback to all the proposed techniques is their
inability to distinguish between uncertain parameters that are
constant and those which are time-varying. Treating both
cases as if they were the same adds even more to the inac-
curacy of these techniques, because the constant parameters
introduce less uncertainty into the system response than the
time-varying parameters. :

This paper makes two main contributions to the problem of
FDI in systems with modeling errors. It first determines the
limits of failure detectability in systems with model uncer-
tainty. The argument is not based on mathematics and,
therefore, is not limited to any specific algorithm structure.
The second contribution is the development of the reachable
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measurement intervals (RMI) method for failure detection in
systems with model uncertainty. RMI performance is the
theoretical limit of failure detectability, and its accuracy and
computational efficiency have been demonstrated in real-time
laboratory experiments. !

Limits of Failure Detectability in
Systems with Modeling Errors

Failures in dynamic systems are detected by comparing the
response of the monitored system to an estimated response
computed using a model of the system. The comparison is per-
formed either directly on the measurements, or indirectly us-
ing a computed quantity such as estimator innovations. If an
exact model of the system is available, even the smallest dif-
ference between the measured and the computed responses is
an accurate indication of failure. Since in this ideal case the
system model does not contain any uncertainty, the test for
failures can use a zero threshold.

If modeling errors are present, the model does not represent
the system exactly. Consider the following general description
of a dynamic system with model uncertainties.

x(t)=[A,+A,+A(q)1x(¢) + [B,+B,+B(q)]u(t) (la)
y(1)=[C,+C,+C(q)]1x(t)+ [D,+D,+D(q)]u(t) (1b)

The constant matrices 4,, B,, C,, and D, represent the
nominal model of the dynamic system. The interval matrices
A,, B,, C,, and D, specify the uncertainty of the uncorrelated
entries of the model matrices. Each entry of these matrices is
an interval defined by lower and upper limits. Without loss of
generality, it is assumed that the intervals are symmetric about
zero. Then, if only uncorrelated uncertainties are present, the
value of a;;, an uncertain entry of the system matrix, is known
to lie in the interval a,; — a,; <a; <a,; +a,;, where 2a,; is the

S
interval width. The same con\;ention applies to the other
matrices, too. The matrices A(q), B(q), C(q), and D(q)
represent the uncertainty due to the correlated entries of the
nominal model. The correlation is through a vector ¢ of
system parameter that can affect several entries of the system
model. The vector q itself is an interval vector, i.e., each of its
terms can vary within a prespecified interval.

In some systems, the uncertainty intervals in Egs. (1) can be
related to component tolerances and their values can be deter-
mined analytically. If the system model is not available in sym-
bolic form, the parameter uncertainty intervals must be deter-
mined experimentally. One simple way to estimate them is
through system identification. The unceratinty intervals are
those variations of the identified system parameters that cause
only a negligible increase in the minimized cost function. We
are currently developing a special identification method that
will identify the nominal model and the model uncertainties
simultaneously, from experimental data.

The model in Eqs. (1) is only aware of the ranges within
which the parameters of the unfailed system lie; it does not
know their exact values. Thus, the failure detection must be
based on comparing the measured response of the monitored
system and a very large number of model responses obtainable
by varying the uncertain parameters of the system within their
acceptable limits. A failure is detected if the measured
response cannot be justified by any of the computable
responses (and specifically not by the one corresponding to the
“‘worst’’ parameter deviations), indicating that a change
larger than that explainable as modeling errors is present in the
system.

The failure detection test must not produce frequent false
alarms. Therefore, since the actual values of the uncertain
parameters are not known, the test must always assume that
the ““‘worst’” parameter deviations are present and use an ap-
propriately large detection threshold in order to prevent false
alarms. This introduces conservativeness into the test, because
the actual parameter deviations are not the worst possible
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most of the time. Consequently, the use of a threshold that is
too large for the actual parameter values of the system results
in missed failures. This conservativeness is unavoidable if false
alarms are to be prevented. It is the penalty paid for not know-
ing the parameter values exactly.

The best test for failures in systems with parameter uncer-
tainties is one that does not introduce any additional conser-
vativeness beyond the unavoidable level. It uses at every time
step the smallest possible threshold required to prevent false
alarms in the presence of the worst possible parameter devia-
tions. The specification of the best test is unique; therefore,
there is only one such test and its performance is the limit of
failure detectability.

The smallest possible threshold is equal to the largest possi-
ble deviation of a measurement (or a function of the
measurements) from its value computed with the nominal
model parameters. This optimal threshold value guarantees
that even the worst parameter variations that are not con-
sidered failures, i.e., those that yield the largest measurement
deviations, do not produce false alarms. The smallest possible
threshold can be computed exactly by simulating the system
(starting in the past and ending at the current time), while ad-
justing the values of the uncertain parameters so as to achieve
the maximum possible value of a measurement. The RMI
algorithm, described below, determines the maximizing values
of the uncertain parameters directly, without searching
through the extremely large number of possible combinations.
The procedure is then repeated to minimize the values of the
measurements. The interval defined by the maximum and the
minimum is the reachable measurement interval. It includes all
those values for the measurement that the unfailed system
could possible generate. The interval defines the smallest
possible threshold region; its width is the sum of the smallest
possible threshold for positive and negative deviations of the
measurement from its nominal value. The smallest possible
threshold region represents the unavoidable conservativeness
of any failure detection test due to the modeling errors.

Because the smallest possible threshold depends on the past
and current system inputs and states, the best test must recom-
pute the smallelst threshold at every time step. Any failure
detection method that does not recompute the smallest pos-
sible threshold at every time step adds unnecessary conser-
vativeness into the detection process and will underperform
the best test. It will not be able to detect failures as small as the
best test can without issuing frequent false alarms.

The RMI Algorithm

The RMI algorithm is capable of computing the reachable
measurement intervals, which are the smallest possible
thresholds, for a system described by Eqs. (1). It computes the
thresholds exactly as outlined above, using an optimization
procedure based on the Maximum Principle. The use of the
reachable intervals for failure detection is straightforward. It
consists of applying an RMI algorithm to each sensor and
testing whether each measurement lies within its interval, at
every time step. A measurement outside of its interval in-
dicates a failure.

Two versions of the RMI algorithm have been developed.
Version 1 is appropriate for systems with parameters that can
vary faster than the speed of response of the system,!! such as
stability derivatives of aircraft. This algorithm changes
parameter values at every time step of the simulation in order
to compute the largest possible deviation of the measurement
from the nominal value. Version 2 is for systems with uncer-
tain parameters that vary slower than the response of the
system, or are constant but unknown.!! This algorithm keeps
the parameter values constant inside its processing window. It
is applicable, for example, to different units from a produc-
tion series for which only one nominal model is available.

Version 1 is a more general algorithm, because slow
parameter variations can be considered a special case of rapid
variations. It is described here in detail. Version 2 is then
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described briefly, with reference to the equations describing
version 1. For clarity, the algorithm is formulated first for the
case of an exact C'matrix and no D matrix. It is then extended
to account for uncertain C and D matrices.

It is assumed that the system is stable. Therefore, any tran-
sients in the system settle to negligible values in a finite-time #,.
This assumption implies that the outputs of the system at time
t, depends only on the inputs that occurred during the last Z;
séconds, to an-accuracy selectable by the choice of ¢.
Therefore, for any time ¢,, it is possible to apply Pontryagin’s
Maximum Principle!® over a finite-time window starting at
time ¢, — ¢, and ending at ¢,. The principle is used to maximize
and to minimize the outputs of the system at time f, with
respect to the unknown values of the entire of matrices 4 and
B. The derivation of the algorithm for the case of maximiza-
tion of output y; follows..

. Define A as the sum of a nominal matrix A,anda varlatlon
matrix 4,, which represents the combined effect of the uncor-
related and the correlated parameter uncertainties. Matrix B is
defined similarlty. Note that A, and B, are known and con-
stant, while A, and B, aré not known exactly and are free to
vary within their presp’ecified tolerances. The system in Eqs.
(1) can now be rewritten as

£(8) = A x(£) + Bu(£) + A, x(r) + Bou(t) (a)
y(1)=Cx(1) , @b)

The performance index!® required for the Maximum-
Principle-based maximization of y;, the jth output, is simply
the value of the output

P=c;x(t,) ?3)

where ¢; des1gnates row j of the output matrlx C, and x(t ) is
the state at the present time (which is the end time of the
optimization).

The Pontrayagin H functlon is given by

H=LT(t)[A,x(#) +B,u(t) + A, x(t) + B,u(t)] (C))

The differential equations for the Lagrange multipliers are
obtained by partial differentiation of —H in Eq. (4) with
respect to the states x, which yields

L(t)y=-ATL()=AJL(?) &)

The terminal boundary conditions on L for this fixed ter-
minal time problem are

L(t,)=cf : ©

The initial conditions on x, i.e., the values of x (¢, —1;), can be
set to zero, because 7, was selected to make their effect negligi-
ble. Therefore,

x(to_ts)=0 (7)

The optimization consists of solving Egs. (2) and (5) with
boundary conditions (6) and (7), while selectmg at all times
those values of 4, and B,, that maximize H given by Eq. (4).
Note that the maximizing values are either the minimum or the
maximum values the parameter tolerances allow. The result of
the procedure is a single humber, ¥ (t,), which is the largest
achievable value of output number 1 at time ¢,. The algorithm
is then used a second time to minimize the output, which is ac-
complished if the signs of the performance index (3) and the
boundary conditions (6) are changed. One can then max-
imize/minimize the other outputs and repeat the entire process
for the next time step ¢, + 7. .

This optimization problem is extremely dlfflcult to solve. It
is a two-point boundary value problem in which the entries of
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A,, which appears in Eqs. (2), (4), and (5), frequently switch
values between their upper and lower limits. The switching
times are determined by the Lagrange multipliers L, for which
the initial conditions are not known. The iterative solution of
this problem is very time consuming, because at every time
step in the processing window the number of possible
parameter combinations can be very large. The computational
capability required for an exact real-time solution of this op-
timization problem in typical aerospace applications is orders
of magnitude beyond that of today’s microprocessors.

At this point an approximation is introduced that makes.the
problem much easier to solve. The second term in Eq. (5) is
neglected to yield

L(t)=—-ATL(?) ®)

The reachable measurement intervals computed with the ap-
proximate algorithm, with Eq. (8) replacing Eq. (5), are.ac-
curate to within a few percent if the entries of A, are small
compared to'the entries of A, (e.g., 30% or less) F ortunately,
most systems that are crltlcal enough to require a failure detec-
tion system have relatively accurate models. If the unmodeled
parameter variations in a system were large enough to produce
responses that are significantly different from the nominal
response, failure detection in it would be impossible. A better
model would have to be derived before any attempt to detect
failures in it, with RMI or with any other technique.

In the approxrmate algorithm, defined by Egs. (2), ), (8),
(6), and (7), Eq. (8) is independent of the other equations. It
can be solved off-line once, by backwardyrntegratlon from the
terminal conditions given by Eq. (6). The precomputed time
history of the Lagrange multipliers L can be stored in tables.
Thus, the maximization/minimization of the outputs can be
performed by forward integration of Egs. (2) from initial con-
ditions Eq. (7), while selecting values of A, and B, that max-
imize the Pontryagin function H defined in Eq. (4). The
Lagrange multipliers required in Eq. (4) are taken from the

‘precomputed tables.

The Pontryagin function deflned by Eq. @isa sum of pro-
ducts of parameters, Lagrange mu1t1p11ers, and states or in-
puts. The uncorrelated part of a maxrmrzmg parameter value
is determined completely by the sign of the Lx or Lu term that
multiplies it. The parameter takes on the largest value allowed
by the tolerances if the term is positive, and the smallest value
othérwise. The correlated parts of the parameter values de-
pend on the optimal values of the correlating system
parameters ¢ [see Eqgs. (1)]. The values of ¢ are determined
first, so as to maximize H. Once ¢ is known, the contribution
of the correlated parameters to A, and B, can be evaluated.
Note that this process is stra.lghtforward if A (g) and B(q) are
linear functions of ¢, but can be complicated if the relation-
ships are nonlinear.

The effects of the parameter variations of matrices C and D
are added to the measurements after they have been maxim-
ized with respect to A and B. The parameters are determined
according to the signs of the states and the inputs at time to, SO
as to maximize C,x(¢,)+ D, u(t,).

The RMI algorithm described above can be reformulated to
be recursive without decreasing its accuracy significantly. The
recursive algorithm is computationally 20 to 60 times faster
than the nonrecursive one, and is suitable for real-time im-
plementation. The details of the recursive formulation are in
Appendix A.

The RMI algorithm for slowly varying parameters (version
2 of RMI) keeps the uncertain matrices 4, and B, constant in
the processing window. The system equations given by Egs.
(2) are augmented by

A,()=0 (92)
B, (1) =0 (%b)

to reflect the fact that 4, and B, are unknown constants.
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Equations (2-7) apply to this problem too. In addition to
the conventional Lagrange multipliers given by Eq. (5), there
are also multipliers associated with the unknown entries of
matrices 4, and B,. They are obtained by partial differentia-
tion of —H with respect to the entries of these matrices. The
multipliers associated with A4, are

M(t)y=—L()x7(2) (10)
and the multipliers associated with B, are
N@)=—-L()u (1) an
Their terminal boundary conditions are
M(1,)=0 (122)
N(t,)=0 (12b)

The optimal values of 4, and B, are determined by
maximizing

n n
Y X aymy(t,—

n m

+ ) E bt (b= 1) (13)
i=1 j=1 im1 k=
The proof of this condition is in Ref. 13.

The optimization procedure consists of solving Eqgs. (2), (9),
(5), (10), and (11) with boundary conditions given by Eqs. (6),
(7), and (12). The solution process includes the selection of the
optimal values of 4, and B,, which are kept constant in the
processing window by maximizing Eq. (13). This problem is
also very difficult to solve in the exact form, but can be
simplified by the introduction of two approximations. The
first is Eq. (8), just as in version 1 of RMI. The second is the
modification of Eq. (10) to

M(t) = —L(t)x] (?) (14

where x,, are the system states as estimated with a model based
on the nomlnal system. The approx1mate algorithm based on
Egs. (2), (9), (8), (14), and (11) is easier to solve and can be ex-
ecuted recursively, as-detailed in Ref. 12.

Both versions of the RMI algorithm consist entirely of
backward and forward simulations of a stable system, and are
not susceptible to numerical problems other than those in-
volved in the simulations. Therefore, the RMI algorlthm can
be applied even to very large order systems.

The performance of the RMI algorithm is illustrated on
NASA'’s Hypothetical Turbofan Engine.!* The engine model
and the operating condition are specified in Appendix B.
Uncertainty tolerances of +10% on the entries of the A4 and B
matrices of the engine model were used in the simulations.
These tolerances account for the fact that this fourth-order
linear model® is an approximation to a sixteenth-order
nonlinear model of the engine, which itself is only an approx-
imation of the engine behavior. Because of the model reduc-
tion and linearization, the parameter tolerances are very com-
plex functions. of the uncertainties of the parameters of the
sixteenth-order model. In addition to these errors, there are
also small differences due to manufacturing and wear between
different units from the same production series. It is assumed
in this example that the engine and the sensors are noise-free.
Furthermore, it is assumed that the engine is operating exactly
at its scheduled operating point, so that only errors due to the
dynamic portion of the model are present.

The engine model was excited by a correlated Gaussian fuel
flow input signal, to simulate the control inputs generated by
the controller during flight at a constant flight condition. The
reachable fan speed intervals are shown in Fig. 1, as computed
with the recursive form of the version 1 RMI algorithm. The
sampling time was 7=20 ms, and the processing window
length was #, =6 s. At every time step the test for failures con-

9600.0 T T T T —

9500.0

9400.0

9300.0

Reachable Fan Speed Interval (RPM)
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Fig. 1 Reachable fan speed measurement intervals.
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Fig. 2 Width of the reachable fan speed measurement intervals.

sists of checking whether the fan speed measurement is inside
its reachable interval. A measurement outside of the interval
indicates a failure.

The width of the reachable interval, which is equal to the
smallest possible threshold region, is shown in Fig. 2. The
variable width of the interval reflects the fact that a time-
varying threshold is required for effective failure detection in
jet engines. If a fixed threshold was used instead, its value
would have to be +£44.5 rpm in order to prevent a false alarm
in the presence of the worst possible parameter variations at
time 10.7 s. At time 18.5 s, when the measurement uncertainty
is small, this threshold would have been 25 times too large,
leading to poor detection capability. Note that the interval-
width is closely related to the shape of the fan speed signal.
This happens because the modeling errors affect the system
through products of errors and states or erorrs and inputs, all
of which have a shape similar to the fan speed. However,
despite the similarity in shape, the relationship between the
fan speed and the reachable interval width is not simple. For
example, the nominal fan speed signal in Fig. 1 is 9450 rpm at
both time 10.0 and 11.0 s. The reachable interval width at time
11.0 s, however, is twice that at time 10.0 s.

The RMI algorithm for systems with slowly varying
parameters (version 2 of RMI) produces intervals that are up
to 5% narrower than those in Fig. 2. The small difference be-
tween the two algorithms is due to the eigenvalues of the
system; two are real and the other two are a complex pair with
a damping ratio of 0.96. Because of the eigenvalues, the four
Lagrange multipliers have only a few sign changes in the pro-
cessing window. Therefore, the version 1 algorithm changes
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parameter only infrequently in the window and uses most of
the time the same parameter values as the version 2 algorithm.
In more oscillatory systems, such as aircraft flight
dynamics, %! the intervals due to rapidly varying parameters
can be up to five times wider than those due to slowly varying
parameters. In those cases it is important to determine the
nature of the modeling errors, and to use that version of the
algorithm which describes them best.

The algorithm was implemented in structured Fortran on a
Multibus single-board computer based on the 80286/287 pro-
cessor. !0 It required about 20 ms for the execution of one time
step for one sensor. It is estimated that the execution time can
be reduced to about 2.5 ms if the 80386/387 processor is used,
and if the code is customized to the specific application. Thus,
the RMI algorithm, although complex, can be implemented on
today’s microprocessors and used for failure detection in com-
plex systems.

Including Additional Measurements
in the RMI Algorithm

The two versions of the RMI algorithm described above
were formulated to verify one measurement against the uncer-
tain model and the system inputs. In this form they are
capable of monitoring even single-sensor systems. If more
than one sensor is available, it is advantageous to include the
additional information in the RMI algorithm. In this form
RMI verifies one measurement against the model, the inputs,
and the other sensors. The additional sensor information
reduces the size of the reachable intervals, because it reduces
the uncertainty in the system. Smaller reachable intervals
make detection of smaller failures possible.

During the maximization/minimization of a measurement
the RMI algorithm selects parameter values that determine the
time histories of all the model states. If additional
measurements are available but not considered by RMI,
discrepancies will exist between the computed states and the
measurements. The algorithm will assume that the worst
possible parameter variations occur and produce the worst
possible time histories of the model states. The measurements,
on the other hand, reflect the fact that neither the worst
parameter values nor the worst states occur most of the time.
If an additional available measurement is a system state, this
problem can be resolved by removing the state and the cor-
responding row and column from the system matrix, and ad-
ding a new input term defined as the product of the removed
column and the measured state. The RMI algorithm can then
be applied to the reduced system, provided it is stable.

In the general case, however, not all the measurements are
states, ‘and the reduced system is often unstable. For these
cases, an RMI algorithm that utilizes an observer-like struc-
ture to account for the additional measurements and is ap-
plicable to all systems has been developed. Two versions of
this algorithm are available. One is applicable to the rapidly
varying parameter case and the other to the slowly varying
parameter case. The reachable intervals in both versions are
computed using the model

x(t)=Ax(t)+Bu(t)+K[y(t)—z(t)] (15a)
y(t)=Cx(2) (15b)

where the matrix C; includes only those rows of the matrix C
from Eqs. (2) that correspond to the additional measurements,
and z is the vector of measurements corresponding to the com-
puted measurements y. The gain matrix K assures that the
system outputs are close to the measurements during the op-
timization, thus preventing the optimization routine from us-
ing state values that disagree with the measurements. The
primary concern in selecting the gains is the closeness of the
measured and the estimated outputs and not the location of
the poles of the closed-loop system. A wide range of gains that
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produced good results was found for all of the systems to
which this approach was applied.

The dynamics of the Lagrange multipliers L are given by
Eq. (5) even when the RMI algorithm is based on Egs. (15).
Although the system in Eqs. (15) does have a closed-loop
system matrix (A +KC,), its response remains similar to the
open-loop system described by Egs. (1), provided the gains K
are properly designed and y(z)=z(¢). Therefore, the
Lagrange multipliers L must be based on the open-loop system
matrix A. )

The effect of the additional measurements on the reachable
intervals is illustrated on the jet engine model used above.
Figure 3 shows the reachable fan speed intervals for the case
when the compressor speed is measured and known to be cor-
rect. The matrix of additional measurements was
C,=[0100], and the gain matrix was K=[0 —10 0 0]7.
The width of the interval is shown in Fig. 4. The average width
reduction with respect to Fig. 2 is 28%), and it is as high as
62% at some points. Since smaller thresholds result in better
detection capability, this algorithm should be used whenever
additional measurements are available.

Isolation of Sensor Failures

In most industrial applications, the failure detection and
isolation system has to monitor several sensors simultane-
ously. The RMI algorithm is a powerful building block for
such systems in applications with modeling errors.

The simplest multiple-sensor RMI failure detection and
isolation system uses one RMI algorithm (without additional
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measurement 1nformatron) for each sensor. This arrangement
provides the coverage of all the sensors and can handle multi-
ple sénsor failures without any additional processing. The
status of each sensor is determined by its RMI algorithm. The
disadvantage of this approach is its conservativeness due to
neglectmg the other available measurements, as explained in
the previous section.

A more complex system uses one RMI algorlthm with addi-
tional measurement information for each sensor. This system
uses narrower Treachable measurement intervals -and,
therefore, can detect smaller failures than the system that
neglects the other measurements. However, the additional
measurements open the possibility for an incorrect failures
isolation decision. In the jet engine exaniple in the previous
section, for example, a failed compressor speed sensor could
cause the RMI algorithm for the fan speed sensor to indicate a
failure even if the fan speed sensor has not failed.

"This problem can be resolved by applying more than one
RMI alogrithm to each sensor. In the most general case, in a
system with N sensors, N—1 RMI algorithms can be used for
each sensor, each algorithm using all but one additional
available measurement. The failure of sensor jis isolated if the
N — 1 algorithms applied to it indicate a failure, and the
N-—1 RMI algorithms in the system that neglect sensor j do
not. This logic can be éxtended to handle multiple. sensor
failures.

The primary disadvantage of this strategy is the need to ex-
ecute N(N - 1) RMI algorithms simultaneously, in the general
case. In practice, however, this number is lower, because sen-
sors that do not reduce the width of thé reachable intervals
significantly are not used as sources of additional informa-
tion. The problem can be simplified even further by exploiting
the fact that over one-half of the required computations in
RMI algorithms, which difféer only in the additional
measurements they use, are identical. Therefore, a routine
that executes N simultaneous RMI algorithms for a sensor re-
quires only aboiit. N/2 times the CPU times required for a
single algorlthm, if the. common computations are performed
only once. It is estimated that the monitoring of five jet engine
sensors, as done in Ref. 3, would require only about eight
times as many computations as a single RMI algorithm, in
spite of the fact that N(N—1) =20: Such a system could be
1mplemented on any one of the recently introduced 32-bit/20
MHz microprocessors with algorithm cycle time of 20 ms, pro-
vided the code is efficient and application-specific.

Handlmg Noise

It has been assumed up to this point that the monitored
dynamic system is noise-free. This is an accurate approxima-
tion for systems in which the effect of modeling errors is much
larger than the effect of noise. In many. systems, however, sen-
sor and process noise cannot be neglected. Two approaches

-are possible for including the effect of noise in RMI-based
failure detection methods.

The first method includes the effect of additive process and
sensor noise in the general model of the dynamic system given
by Egs. (1), by adding to it noise vectors.!! Each entry of these
vectors is an interval that bounds the magnitude of the noise.
If the noise is known to be Gaussian, the intervals are set at
+30. The RMI. algorithin then automatically computes
reachable intervals that are wide enough to. prevent false
alarms due to the noise. The RMI algorithm for a slowly vary-
ing parameters represents the noise as a bias that is constant in
the processing. window. The algorithm for rapidly varying
parameters repesents it as a constant-amplitude square wave
with time-varying period. This approach is simple, but too
conservaﬁve.. It produces reachable intervals that are wide
enough for the largest possible noise peak, but too wide most
of the time. This conservativeness results in missed failures.
Reference 11 presents more details about this approach, in-
cluding an example.
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The second approach for handling noise is appropriate for
systems in which a more accurate treatment of noise statistics
is required. It is based on the fact that sensor noise covariances
computed with the nominal model are a good approximation
to the covariances of the monitored system if its parameter
variations are relatively small. The failure detection method
consists of computing the reachable intervals using the RMI
algorithm as if noise were not present, and computing the sen-
sor noise covariances as if modeling errors were not present.
The test of failures then reduces to determining whether the
fact that a measure_ment exceeds its reachable interval bound-
ary is statistically significant in the presence of the noise. For
example, if half the reachable interval width and the standard
deviation of the noise are equal, the crossing of the interval
boundary by the measurement at a single time step is not a
statistically - significant. indication of failure. But if the
measurement remains outside of the interval for a long enough
perlod of time, it is an indication of failure. A statistically
rigorous decision algorrthm for this problem, suitable for real-
time implementation, is currently under development.

- Conclusions

This paper presents an analysis of the failure detection pro-
blem in systems with modeling errors. It introduces the con-
cept of the reachable measurement interval, which represents
the worst possible effect the modeling errors can have on the
system response. The reachable measurement interval was
shown to be the smallest possible threshold that can be applied
to the difference between a measurement and its estimate in
order to determine the presence of failures without causing
frequent false alarms due to the modeling errors. Therefore,
this threshold allows the detection of the smallest rehable
detectable failures.

The RMI failure detection method for systems with model—
ing errors, introduced in the paper, is a practical realization of
the developed concepts. The method utilizes a Maximum-
Principle-based optimization algorithm to. compute the
reachable intervals. The algorithm can be executed recur-
sively, and is computationally efficient enough to allow real-
time monitoring of complex multisensor systems when im-
plemented on today’s microprocessors. A jet engine example -
was used to illustrate the method.

The RMI method, combined with a.modeling errors iden-
tification method currently under development, form an in-
tegrated tool for analysis, design, and implementation of
failure detection systems in dpplications with modeling errors.

Appendix A: Recursive RMI Algorithm

The nonrecursive RMI algorithm, described above, per-
forms a real-time simulation of a multivariable system over
the entire processing window at every time step. Since up to
500 steps may be required in the time window in order to
achieve fine enough resolution of inputs, states, and Lagrange
multipliers, the computational load required for monitoring
large systems can be significant. However, the algorithm can
be simplified significantly through the introduction of an ap-
proximation that makes its recursive reformulation possible.
In recursive form, the algorithm computes the reachable inter-
val at time ¢, + T from its value at ¢,, without resimulating the
system over the entire processing window. ‘

To facilitate the recursive solution, Eq. (2a) is modified to

X(t)=A,x(t)+Bu(t)+Bu, (1) (Ala)
Cu, (1) =A,x, (1) + Bu(t) (Alb)

where B; is the identity matrix. In Eq. (A1b) the term A ,x,, (¢)
replaced the term A4 ,x(¢) from Eq. (2a). With x,, (¢), which is
the state of the nominal system at that time as estimatéd by the
nominal system model, recursive computation becomes possi-
ble. As with the approximations used above, the errors in-
troduced here are small if the parameter variations are
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relatively small and do not cause significant changes in the
response of the system.

The recursive algorithm is based on the following discrete
version of Eq. (Al):

x(k+1) =Aux (k) + B,gu (k) + Byu, (k) (A2a)
u, (k) =A,x, (k) +B,u(k) (A2b)

The matrices 4,4, B,4 and By, are generated through a zero-
order-hold transformation of 4,, B,, and B, from Eq. (Ala).
Note that the parameter variations 4, and B, remain in their
continuous-time form.

The state of the system at the terminal time during the max-
imization of an output can be computed by repetitive applica-
tion of Eq. (A2a) and is given by

¥4
x(p)= Y, AZ;*[B,au(k—1)+Byu,(k—1)] (A3)

k=m+1

The discrete time m7T corresponds to time ¢t=¢,~¢,, and the
discrete time pT corresponds to time f=f,, the current time.
The initial state x (/) in Eq. (A3) was set to zero according to
Eq. (7). There exists a recursive relation between x(p) and
x(p+1), the maximized state one time step later. It is derived
from Eq. (A3) and is given by

x(p+1)=A,,{x(p)—A5;" 1 [B,u(m)+Bpu,(m)]}

+B,qu(p) +Byu,(p) + Y, AZ79B4u,(q) (Ad)
; L

The first term in the equation removes from the summation in
Eq. (A3) the contribution of the oldest inputs, which are now
outside of the processing window. The second and third terms
add to the summation the contribution of the latest inputs that
entered the window at this time step. The challenging part of
the recursive solution is accounting correctly for the varying
parameters. This is done by the last term in Eq. (A4), which is
now explained.

The values of u, (k) in Eq. (A2) depend on the signs of
L(k), because A, and B, are determined so as to maximize
LT (k)u,(k) in Eq. (4). As the time window moves forward, L

Matrix 4,:
—6.067
0.110
1.689E—2
0.188

Matrix B,:
1.412E—4
7.091E-5 -
4.515E—-6
5.491E-6

Matrix C,:
1.000
0.000

Matrix D,:
0.000
0.000

t

moves with it, while x,, and u do not. Therefore, some values
of x,, and u that correspond to positive values of L in the pro-
cessing window ending at time p7" may correspond to negative
values of L in the window that ends at time (p+ 1) T, and vice
versa. The number of such changes is equal to the number of
sign changes in L, and their locations in the window are stored
in the set R. This effect can be corrected for in the following
way. When u, (k) is computed to maximize LT (k)u,(k), a
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correction term u,. (k) is also computed and stored. The cor-
rection term is defined so that u, (k) +u, (k) gives that value
of u, that would have been used if the signs of L (k) had been
different. The correction for the Lagrange multiplier sign
changes then consists of adding the stored correction terms,
delayed by the appropriate powers of A4,,, to the expression
for the new maximized state x(p+ 1). Once a correction is ap-
plied, the sign of its stored value is changed to correspond to
the new value of #, that is now in effect.

The eigenvalues corresponding to the backward solution of
the Lagrange multiplier dynamic equations, given by Eq. (8),
are the same as those of the nominal system, given by Egs. (2).
For relatively well-behaved systems the number of sign
changes (oscillations) in L is small. Therefore, the recursive
algorithm replaces the simulation of Eqgs. (2), which must be
performed over the entire processing window for every
time step, by an update and a few corrections, as shown in Eq.
(Ad).

The use of the nominal states in the system matrix variation
term in Eq. (A2b) makes the reachable output intervals sym-
metrical with respect to the nominal outputs in cases where the
parameter tolerances are symmetrical with respect to the
nominal parameters. Therefore, once the maximum reachable
output is computed, the minimum output can be computed
without another optimization, reducing the total computa-
tional load to half. In numerous examples, which included
models of jet engines, flight dynamics, and nuclear reactors,
the CPU time requirements of the recursive algorithm were 20
to 60 times less than those of the nonrecursive one, and small
enough to make real-time implementation of the RMI
algorithm possible.1?

Appendix B: Jet Engine Model

The program in Ref. 14 generates the following linearized
model for the flight condition 9200m/0.6M, PLA =83 deg.
The states of the model are: fan speed (rpm), compressor
speed (rpm), burner exit slow response temperature (K), and
fan turbine inlet slow response temperature (K). The inputs
are; main burner fuel flow (kg/s), nozzle jet area (m?), fan
guide vane position (degrees), high compressor variable stator
vane angle (degrees), and customer compressor bleed flow
(percent). The outputs are: fan speed (rpm) and compressor
speed (rpm).

4.746 -0.378 1.596

—3.304 1.441 -4.196

—5.514E-3 -0.708 5.606E—3

—4.213E-2 —3.805E-2 —-2.126
0.639 —1.588E—-2 1.498E—2 -1.811
0.145 —1.199E -3 —1.079E-2 —0.631
9.292E—-3 —8.005E-5 —1.084E -5 4,382E—2
4.575E-3 2.057E—4 —7.878E~-5 0.180
0.000 0.000 0.000
1.000 0.000 0.000
0.000 0.000 0.000 0.000
0.000 0.000 0.000 0.000
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